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Criminal Perpetration and Complicity in Cybercrime between
General Criminal Law Rules and the Challenges of Digital Evidence:
A Study under Moroccan Legislation
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Abstract

This article examines criminal perpetration and complicity in cybercrime under
Moroccan criminal law. It analyzes the ability of general criminal law rules
governing multiple offenders to accommodate new forms of criminal
involvement in the digital environment. The study also addresses procedural
challenges related to proving perpetration and complicity, particularly the
identification of offenders, criminal intent, and causal links. Furthermore, it
highlights the growing role of digital evidence in shaping judicial conviction while
emphasizing its legal limits within the framework of fair trial guarantees. The
study concludes that the main challenge lies not in the legal rules themselves
but in the evidentiary difficulties arising from the specific nature of cybercrime.
Keywords: Cybercrime, Criminal Perpetration, Criminal Complicity, Digital
Evidence, Criminal Proof, Moroccan Criminal Law
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