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Criminal Protection of Consumers from the Risks of Artificial
Intelligence
FATIMA ZOHRA BENFANNA
PhD Researcher, Faculty of Legal, Economic and Social Sciences - Agdal,
Mohammed V University in Rabat

Abstract

Artificial intelligence technologies have rapidly transformed consumer
transactions by reshaping digital marketing, advertising, electronic
contracting, and data processing. Despite their significant economic and
commercial benefits, these technologies may also facilitate practices that
infringe consumers' economic interests and privacy, raising complex
criminal law issues regarding the adequacy of existing legal protection.
This study examines the principal consumer-related offences that may be
committed through the use of artificial intelligence, including deceptive
advertising, online fraud, price manipulation, unlawful processing of
personal data, and the exploitation of consumers' vulnerability or lack of
knowledge. It further analyzes criminal liability arising from such offences
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under Moroccan legislation and evaluates the effectiveness of the current
criminal legal framework in addressing them. The study concludes that
although existing criminal provisions remain applicable, they were
primarily designed for conventional forms of criminal conduct and
therefore do not adequately address the specific challenges posed by Al-
driven offences. Accordingly, it advocates the development of a more
comprehensive legislative framework capable of ensuring effective
criminal protection for consumers within the digital environment.
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