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The Protected Cyber Harm Standard during Armed Conflicts: Civilian Data and Infrastructure under

International Humanitarian Law
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Abstract
This article addresses a narrower enquiry than whether international humanitarian law applies to cyber operations during armed
conflicts: when does cyber harm reach a threshold that should be treated as protected harm, particularly where civilian data or civilian
infrastructure is impaired without visible physical destruction? It argues that the real difficulty lies not in the abstract applicability of
international humanitarian law, but in the operation of its rules in relation to digital harms affecting civilian functions, data and
essential services. The article adopts a doctrinal analytical method, drawing in a limited and functional manner on the Tallinn Manual,
the positions of the International Committee of the Red Cross, and carefully framed real and hypothetical examples. It does not claim
novelty in the general topic itself; rather, its contribution lies in shifting the inquiry towards a protected cyber harm standard for
applying existing rules where data or civilian functions are impaired without material destruction. It concludes that the proper response
is not to declare international humanitarian law obsolete, but to develop a disciplined interpretation that recognises serious functional
disruption as legally relevant harm.

Keywords: cyber operations; international humanitarian law; protected cyber harm standard; functional disruption; civilian data;

civilian infrastructure; dual-use systems.
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