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Abstract

This study examines the relationship between the gravity of cybercrime and the nature of the criminal sanction
prescribed for it, with particular focus on the crime of unlawful access to information systems under Qatari
legislation, as a representative model of the contemporary shift in criminal policy from ex post deterrence to
preventive protection. The study is centered on a key problem concerning the extent to which the Qatari legislator
has succeeded in regulating this relationship by criminalizing electronic conduct at its early stages and linking the

severity of punishment to the degree of potential risk, without undermining the principles of legality and
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proportionality. The importance of the study lies in its contribution to grounding the preventive dimension of
criminal punishment in cybercrimes and clarifying its impact on the structure of the punitive system, particularly
with regard to specific intentand criminal result. The study also has practical significance in light of the challenges
these crimes pose in terms of digital evidence and the assessment of the seriousness of criminal conduct. The study
aims to analyze the legal basis of the philosophy of preventive protection, to clarify the effect of the gravity of the
crime on determining the nature of the punishment, and to evaluate the position of Qatari legislation regarding
specificintent and criminal result within criminal policy, while identifying its place among comparative legislative
models. The study proceeds from the hypotheses that the crime of unlawful access constitutes a crime of danger
justifying early criminal intervention, and that reliance on general criminal intent, coupled with linking aggravated
punishment to the realization of criminal results, achieves a balance between deterrence and criminal justice. The
study adopts an analytical and comparative methodology through an examination of relevant Qatari legal texts
and their comparison with Gulf, Arab, and foreign legislations. It concludes with two main findings: first, that Qatari
legislation has adopted an advanced preventive punitive policy; and second, that the graduated punitive approach
is consistentwith the principle of proportionality. The study recommends strengthening the procedural framework
for digital evidence and intensifying specialized judicial training in cybercrime cases.
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