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ABSTRACT

The cyber domain has become a non-traditional arena of conflict that threatens the stability of international
security and undermines the collective peace system stipulated in the United Nations Charter. Recent experiences
have demonstrated that cyberattacks may cause severe damage to critical infrastructure and the national economy,
placing states before unprecedented legal challenges concerning the legitimacy and constraints of military
response. Moreover, the absence of precise standards in international law for characterizing such attacks as “acts
of aggression” opens the door to divergent interpretations that may be exploited arbitrarily.

On this basis, there has emerged an urgent need to develop clear legal rules that keep pace with the nature of the
cyber domain, while at the same time ensuring adherence to the principles of necessity and proportionality, and
establishing effective mechanisms for international accountability. In light of the findings reached, the most
important recommendation is to develop a comprehensive international legal framework that defines the legal
criteria for recognizing cyberattacks as acts of aggression and sets clear boundaries for lawful response, thereby

safeguarding international security and preventing the misuse of force
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