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- A Comparative Study-Personal Data Between the Lawfulness of Processing and the Requirements of Protection
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Abstract

The excessive increase in the use of personal data within the digital environment has made it easier to access
and circulate such data, thereby posing a significant threat to individuals’ privacy and opening the door wide to the
risks associated with the unlawful processing of personal data.

In this regard, the Moroccan legislator, in line with comparative legal systems, has established strict legal
provisions and important institutional mechanisms that correspond to the digital nature of data subjects’ rights.
The legislator has also regulated the various legal aspects relating to the lawfulness of data-processing operations
and determined the consequences arising from the unlawful processing of personal data, with the aim of ensuring
the highest possible level of protection for individuals whose personal data is subject to processing.

Keywords: Personal Data, Lawful Processing, Data Subjects’ Rights, Legal Liability.
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475 France. Law No. 78-17 of January 6, 1978, on Information Technology, Data Files and Civil Liberties (as amended to June 1,2019). WIPO Lex, from web

site :https://www.wipo.int/wipolex/ar/legislation/details/18965 .Accessed on 25 January 2026 at 14:25

476 Regulation (EU) 2016/679 (General Data Protection Regulation), Official Journal of the European Union L 119, 04.05.2016; corrigendum OJ L 127,

23.05.2018. Available on the official EUR-Lex web site: https://eur-lex.europa.eu, accessed on 25 January 2026 at 15:.04
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478Council of Europe & European Union Agency for Fundamental Rights (FRA), Handbook on European Data Protection Law, 2018 Edition, Council of

Europe Publishing, Strasbourg, 2018, page 69, web site: https://op.europa.eu/en/publication-detail/-/publication/5b0cfa83-63f3-11e8-ab9c-

01aa75ed71a1?utm source.
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481 Council of Europe, Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (European Treaty Series No. 108,

as amended by Protocol CETS No. 223), Strasbourg, available in PDF : https://rm.coe.int/16808ade9d.
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484 Article 4 of the General Data Protection Regulation: 2- ‘processing’ means any operation or set of operations which is performed on personal data or on

sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;

485 The General Data Protection Regulation defined, in its Article 6, the lawful bases for data processing, stating that :" Processing shall be lawful only if and to

the extent that at least one of the following applies:
a- the data subject has given consent to the processing of his or her personal data for one or more specific purposes;
b- processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject

prior to entering into a contract;

c- processing is necessary for compliance with a legal obligation to which the controller is subject;

d- processing is necessary in order to protect the vital interests of the data subject or of another natural person;

e- processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;
f- processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are

overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject

is a child.
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486 Article 6 of the General Data Protection Regulation :"Processing shall be lawful only if and to the extent that at least one of the following applies:

a- the data subject has given consent to the processing of his or her personal data for one or more specific purposes;”

487 Article 7 of the General Data Protection Regulation:

1- Where processing is based on consent, the controller shall be able to demonstrate that the data subject has consented to processing of his or her
personal data.

2- If the data subject’s consent is given in the context of a written declaration which also concerns other matters, the request for consent shall be
presented in a manner which is clearly distinguishable from the other matters, in an intelligible and easily accessible form, using clear and plain language. Any
part of such a declaration which constitutes an infringement of this Regulation shall not be binding.

3- 1The data subject shall have the right to withdraw his or her consent at an time. 2The withdrawal of consent shall not affect the lawfulness of
processing based on consent before its withdrawal. 3Prior to giving consent, the data subject shall be informed thereof. 4lt shall be as easy to withdraw as to
give consent.

4- When assessing whether consent is freely given, utmost account shall be taken of whether, inter alia, the performance of a contract, including the

provision of a service, is conditional on consent to the processing of personal data that is not necessary for the performance of that contract.
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491 Opinion 15/2011 on the definition of consent, adopted on 13 July 2011, page 6.

492 Articl 29 Working party, Guidelines on consent under Regulation 2016 /679, Adopted 28 november 2017, last revised and adopted 10 April 2018.

file:///C:/Users/Kival/Downloads/20180416_article_29 wp_guidelines_on_consent_publish_09A6854F-F638-8898-
7A0543CE0857250F _51030%20(2).pdf.

493 European Data Protection Board, Guidance Note: Legal Bases for Processing Personal Data, December 2019, page 10.

494 bid., page 2.

495 Opinion 15/2011 on the definition of consent ,Adopted on 13 July 2011, page10.
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497 Article 6 of the General Data Protection Regulation :B -processing is necessary for the performance of a contract to which the data subject is party or in

order to take steps at the request of the data subject prior to entering into a contract.
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499 France. Law No. 78-17 of January 6, 1978, on Information Technology, Data Files and Civil Liberties (as amended to June 1,2019). WIPO Lex, from

website: https://www.wipo.int/wipolex/ar/legislation/details/18965

500 " Un traitement de données a caractére personnel n'est licite que si, et dans la mesure ou, il remplit au moins une des conditions suivantes :
4° Le traitement est nécessaire a la sauvegarde des intéréts vitaux de la personne concernée ou d'une autre personne physique."
5077 Article 6 of the General Data Protection Regulation

d- processing is necessary in order to protect the vital interests of the data subject or of another natural person;
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502 Guidance Note: Legal Bases for Processing Personal Data, December 2019, p17.

503 Article 7 of the General Data Protection Regulation: Processing shall be lawful only if and to the extent that at least one of the following applies: c- processing

is necessary for compliance with a legal obligation to which the controller is subject;
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505 Article 7 of the General Data Protection Regulation: Processing shall be lawful only if and to the extent that at least one of the following applies :e- processing

is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.
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507 Article 7 of the General Data Protection Regulation: Processing shall be lawful only if and to the extent that at least one of the following applies: f- processing

is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests

or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child.

508 Guidance Note: Legal Bases for Processing Personal Data, December 2019, p 21.
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5711 Article 15 of the General Data Protection Regulation: Right of access by the data subject: The data subject shall have the right to obtain from the controller
confirmation as to whether or not personal data concerning him or her are being processed, and, where that is the case, access to the personal data and the

following information:

a- The purposes of the processing;
b- The categories of personal data concerned;
c- The recipients or categories of recipient to whom the personal data have been or will be disclosed, in particular recipients in third countries or

international organisations;
d- where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria used to determine that period;
e- The existence of the right to request from the controller rectification or erasure of personal data or restriction of processing of personal data

concerning the data subject or to object to such processing;

f- The right to lodge a complaint with a supervisory authority;
g- where the personal data are not collected from the data subject, any available information as to their source;
h- The existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful

information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.
et gllall 13 ldaall Aadlas slas sl i) (ol ¥l Loy 3laill 09.08 03, (93Lall (o 8 LU (ye 2lall 8,540 5712
5713 Article 16 of the General Data Protection Regulation: Right to rectification: The data subject shall have the right to obtain from the controller without undue

delay the rectification of inaccurate personal data concerning him or her. Taking into account the purposes of the processing, the data subject shall have the right

to have incomplete personal data completed, including by means of providing a supplementary statement.

5714 Council of Europe & European Union Agency for Fundamental Rights (FRA), Handbook on European Data Protection Law, 2018 Edition, Ibid. page 137.
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520 United Nations, General Assembly, Promotion and Protection of Human Rights: Implementation of Human Rights Instruments, including the Right to

Privacy in the Digital Age, Report of the Secretary-General, document A/77/196 (New York: United Nations, 2022).
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522 Council of Europe & European Union Agency for Fundamental Rights (FRA), Handbook on European Data Protection Law, 2018 Edition, Ibid. p 88.
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