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The evidentiary value of Blockchain-Verified digital evidence chain of custody in criminal proceedings
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Abstract
This article addresses the challenge of employing blockchain technology as an alternative tool for documenting
the chain of custody for digital evidence in criminal investigations. This challenge arises from the shortcomings of
traditional documentation mechanisms based on centralized ledgers and paper records in meetings the
requirements for preserving the integrity of digital evidence, which is inherently susceptible to copying and
modification, and ensuring its accurate and tamper-prof traceability. The study adopts an analytical approach to
examine the compatibility of blockchain's fundamental characteristics including decentralization, data
immutability, certified timestamping, and traceability, with the requirements of the digital chain of custody for
digital evidence, drawing on comparative experiences. Furthermore, the study analyzes the main legal issues raised
by this technological approach, particularly regarding the distribution of responsibility among the technical

stakeholders, the management of private keys as a human vulnerability and jurisdictional disputes in cross-border
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digital networks. This analysis is placed in the context of the Moroccan legal framework, which despite evolution
in the regulation of digital search and seizure procedures, still lacks a specific legal mechanism governing the
documentation of the digital chain of custody or determining the probative value of blockchain-based records. The
article concludes that the adoption of this technology could contribute to enhancing the reliability and evidentiary
value of digital forensic evidence. However, if it is framed within a techno-legal model based on the adoption of
licensed blockchain networks, explicit legislative stipulation of the evidentiary value of documented record, and a
clear definition of the mechanisms for allocating responsibilities, in order to ensure that technological development
is aligned with the requirements of criminal justice.
Keywords:
Digital chain of custody, Blockchain technology, Digital forensic evidence, Digital evidence, legal probative value,
liability allocation mechanisms, immutability, Timestamping of digital evidence.
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