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Protection of Personal Data in Morocco Amid Rising Cyber Threats: A Legal and Technical Approach to
Achieving a Balance Between Security and Privacy
Hassnae Chakkouri

PhD Researcher at the Faculty of Legal Sciences in Tangier, Abdelmalek Essaadi University.
Abstract
Digital privacy protection has become one of the most significant issues arising from rapid technological developments and the
increasing growth of cyberattacks targeting personal data. This study addressed the legal and institutional framework for the
protection of personal data by highlighting the legal provisions governing this right, particularly Law No. 09.08 relating to the
protection of individuals with regard to the processing of personal data, as well as Law No. 05.20 on cybersecurity. It also examined
the role of competent institutions, especially the National Commission for the Control of Personal Data Protection.
The study further discussed the challenges hindering effective personal data protection, including rapid technological evolution, the
rise of cybercrimes and cyberattacks, limited digital awareness, and difficulties related to the practical implementation of legal
provisions. In parallel, the research explored ways to strengthen protection through the development of the legal framework,
reinforcement of cybersecurity mechanisms, reliance on modern technologies such as encryption, electronic signatures, and artificial
intelligence, in addition to promoting digital culture and enhancing institutional and international cooperation.
Keywords: Personal Data; Digital Privacy; Cybersecurity; Law No. 09.08; National Commission for the Control of Personal Data

Protection.
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